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Cybersecurity awareness strategy which
organizations could implement to create a
cybersecurity Awareness culture in the digital
world
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Introduction to Cybersecurity Investment

* The theme of this summit
emphasizes the critical need for
a paradigm shift in our approach
to cybersecurity investment.

* In today's rapidly evolving digital < / ‘\\\
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Problem Statement: Cybersecurity
Challenges in Namibia

e Rapid Digitalization and System Interconnectivity
° High Internet Usage (52% Internet USGFS,) (NCS & awareness plan 2022-2027, 2023)

* In 2017, it ranked 151 out of 165 globally and in 2018 ranked
35 out of 42 in Africa for low commitment to cybersecurity
awareness and ContrO|S (Global Cybersecurity Index, 2017 ; Global Cybersecurity Index, 2018)

* Weak security practices have resulted in cyber-attacks.
* In 2020, Namibia was ranked 119 globally for cyberattacks.

(Kaspersky, 2020)




Problem Statement: Cybersecurity
Challenges in Namibia

* In 2021, Namibian organizations faced 49% of cyber-attacks,
averaging 1,382 per week. (xinhua, 2021)

 Namibian banks ranked third globally for malware attacks.
(Kaspersky, 2020)

* Government offices in Namibia also faced cyber-attacks.

8 * Cybercrimes include Social Engineering, IT outages,
ransomware attacks, data breaches, and more.

Y« Harmful cybercrimes such as obscene materials, defamation,
cyberbullying, hate speech, and privacy breaches are prevalent.

(Shipena,2020)




The Behavioral Aspect of Cybersecurity

* Cybersecurity attacks often result from
employee behaviors.

* When employees lack empowerment
and adequate knowledge about
securing the organization, it
compromises its security .

 The behavioral aspect of cybersecurit
is a critical component of overall
security efforts.

* Empowering employees with
knowledge and awareness is key to
mitigating cyber threats.




National Cybersecurity Strategy & Awareness
Raising Plan 2022 - 2027

“A step towards Cyber resilience & Digital Security”

P

A secure cyberspace to enable an innovative
Namibia and achievement of social and economic growth

Guiding Principles

«Governance

* Fundamental Human Rights
* Inclusivity

Source: (NCS & awareness plan 2022-2027, 2023)

Strategic Objectives:

1. Develop and/or review the necessary
legislation, policies, and regulations

2. To have recognized and functional National
Cybersecurity structures

3. Create and promote awareness among
internet users and promote cyber hygiene.

4. Establish and coordinate national, sub-
regional, continental, and international
collaborations on cybersecurity

* Define cyber defense, mitigation, and incident
response strategies for government and non-
governmental institutions, as well as netizens;

5. Safeguard Critical National Infrastructure
(CNIs) and Critical National Information
Infrastructure (CNIlIs)



National Cybersecurity Strategy & Awareness
Raising Plan 2022 - 2027

“A step towards Cyber resilience & Digital Security”

VISION
2030

A secure cyberspace to enable an innovative
Namibia and achievement of social and economic growth

"3
. |

cybersecurity awareness strategy. Guiding Principles

hmdnmul Hlunu Rights
+ Inclusivity

* To support the government's Strategic
Objective 3: “promoting awareness
and cyber hygiene among internet
users” under pillar 3 as outlined in the
National Cybersecurity Strategy and
Awareness Creation Plan 2022-2027,
every organization in Namibia should
invest in the implementation of a

Source: (NCS & awareness plan 2022-2027, 2023)



/ Steps for Implementing Cybersecurity
Training and Awareness strategy
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2. Dedicated Team 3. Digital Asset 4. Planning
Assessment

1. Policy Documents

7. Evaluation and 6. Awareness Campaign
Assessment

5. Training



Conclusion

* In closing, it is clear that cybersecurity is
not merely a technological issue, but a
behavioral one as well. Empowering and
equipping our staff with the knowledge
and tools to safeguard our organization is
paramou Nt (zwilling et al., 2022; Goode, 2018).

e Effective awareness strategy must be
designed with the intention of influencing
behavioral change (sabillon et al., 2021)

By following the steps outlined, from
establishing robust policies to conducting
thorough assessments and implementing
effective training, we can significantly
enhance our cybersecurity posture.




Call to Action

 Namibia, like many other nations, faces
challenges in building a culture of
cybersecurity awareness. However, with
dedicated efforts and a strategic
approach, we can contribute to the
realization of our government's
cybersecurity objectives and ultimately
safeguard the digital landscape of our
nation.

| encourage each organization to take
proactive steps in implementing these
strategies. Together, we can fortify our
collective defense against cyber threats
and ensure a secure digital future.
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