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Multi-award-winning business optimisation and
continuity services. By a seasoned tribe dedicated to
ensure that it's always cloudy with a 100% chance of
magic. Our business enables yours.

ENQUIRE NOW FIND OUT MORE

Ministry of Information and Communication
Technology - Republic of Namibia

46K followers « 171 following Q search
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OUR VISION
A catalyst for an informed and inclusive ICT smart Namibia.
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AGENDA

» Cybercrime « Passwords
« Scary Places  Links
« Personal Information * MFA
Digital Identit * Scams
* Digi
7 J « What to do
 Social Engineering . Activity




CYBERCRIMEIS HERETO STAY

Cyber crime Namibia one of the

most targeted countries in Africa.

Namibia is actively being targeted.

e Cyberbullying
e Online Predation
e Pornography
e Self-Harm Activities
e NFTs
e Deepfakes
e Sexting
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thenamibian At least 50 of a group of young Namibians
arrested in Windhoek this week in connection with an
alleged international investment scam have agreed to
cooperate with the Namibian Police in a human trafficking
investigation.

A syndicate of Namibians and Chinese nationals accused
of defrauding Americans and Europeans were among a
number of people arrested in Windhoek this week.

The Namibian Police's deputy inspector general for
operations, Elias Mutota, on Friday said 50 students are
among 88 young Namibians who were enticed with offers
of marketing jobs but ended up being trafficked in
Windhoek.




WHAT THEY USE TOGET TO YOU

CAN IT BE USED
AGAINST ME?




WHERE THEY GET TO YOU
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DOXXING
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YOUR
DIGITAL
IDENTITY
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What's your password™




PASSWORDS KEEP IT LONG
Password must be at least 8, but ideally 12 characters long. AN D STRO N G

Do Not Use Real Words.

Do Not Use Personal Information
(Date of Birth, Mobile Nr etc.)

Add a Recovery Phone Number and Email Address.
= Modify Easy to Remember Phrases
Use a Password Manager

Do not use the same Password for all you accounts




MULTIFACTOR AUTHENTICATION

POSSESION KNOWLEDGE BEING
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you have. you know. you are.
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Invite

Ei Facebook Friends

Follow People

El Facebook Friends

E% Contacts

Account

Photos of You

Story Settings

Edit Profile

Change Password

Posts You've Liked

Two-Factor Authentication

Blocked Users

@ Q

1:15 PM % 95%| Wl TFW = 1:26 PM

£ Comments

Options
Comment Controls
Allow Comments From

Block Comments From

Automatic Filter

Hide Offensive Comments

Manual Filter

Enable Keyword Filters
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4 Story Settings

Hide Story From

Hid

Allow Message Replies
Everyone

People You Follow

Off

Allow Sharing

L
Saving
Save to Camera Roll

Save to Archive

121 PM




HOW TO SEE YOUR FOLLOWERS ON FACEBOOK

1. Open Facebook on a web browser by going to
www.facebook.com.

2. Go to your Profile page by tapping on your 4. Click more then click on Followers.
name or profile picture. It will take you to your

D r a
2 2
1 ;1 Booi H AL Friends
All Friends 171 Recently Added New Posts Birthdays College Current City ,
Hometown
Foliowers
s

Following

3. Click on Friends.




NEVER TRUST

ALWAYS VERIFY




ARE

THE LAST
LINE OF
DEFENSE!




WARNING!

Scammers Contact You “Out Of The Blue”

Scammers Claim There Is An “Emergency”

Scammers Ask For Your Personal Information

Scammers Want You To Wire Money

Scammers Tell You To Keep It “Secret”

Scammers Make It Sound Too Good To Be True
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IN CASE OF
EMERGENCY




IN CASE OF EMERGENCY
ICE

 Alert the Authorities and Parents/Guardians
« Understand the gap in your security and close it
« Share your experience with the public
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TEAMACTIVITY

One of your friends (John) Instagram account was hacked, and was then
used to Send Messenger messagi(es to his contacts requesting money to be
e-walleted to him as he was stuc att all petrol station and his bank card was

stolen.

One of the people that got the message called him as they noticed the
mobile number provided for the etwaJI[IIe.t %Nas not the same one on their
contact list.

1) What do you advise John to do next?
2) What could John haver done to avoid being hacked?




HOWDO YOU BUILD IMMUNITY?

THINGS YOU HAVE CONTROL OVER “RWComect Would ke o
1. ReadtheT's&C's before you click Accept / Agree T ot
2. Review YOUR Online Presence and your old posts Don't Allow
3. Doyou really have 400 friends?
4. In Private Browsing
5. Log out of Browers / Apps when done using public devices
and close the browser window
6. Enable MFA on all your Apps
7. Yourdevices should have a password and set it to lock

after a few minutes
8. Device name should notinclude your full name

9. Beware the USB Drive ®  Wizer - Security Awareness Training
637 subscribers
10. Attend Cyber Security Training
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TEAMACTIVITY

ITS (T)EAM WORK TIME

Your friend, Ndeshi, gets a new mobile phone and she is
very excited about it. She posts pictures of her with her
new toy while at Mug and Bean at the Grove. She also
advertises her old phl\cl)ne %r) Facebook, Buy or Sell

amibia.

What advice can you give Ndeshi in terms of security she
can implement, to ensure that this information is not
exploited by cyber criminals or jealous rivals.




HOWDO YOU PROTECT YOURSELFAND YOUR FAMILY?
THINGS YOU COULD INFLUENCE

Update Windows

e Yawen G Privacy & security > Windows Security

_ Update the . | y
“ da.:h ‘ Software on your Find o setting _ health of your device.

Open Windows Security
devices = spen

Bluetooth & devices

Set u p Wi n d OWS Network & internet (a Virus & threat pr::edion
Secu ri'ty Personalization cour.1t orotection

== A Apps

®° 1%

Protection areas

¢ \\\
1))

Accounts

|
o
‘a
//,’:
&

I Time & language
Gaming
Accessibility
Privacy & security

*  Windows Update

Family options
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TEAMACTIVITY

ITS (T)EAM WORK TIME

) +264 81304 7361 ~C.Karumendu ’ o
X’Food Lover's Market =

FGCOD 30th Anniversary! "\ =

L’ [E Click to enter to parti...

foodloversmarket.co.za

http://dnex33tderive.top/c34eZ3
9GeQF2f3V1YABjeOF7By4DUQM
TL1cMWFwWZOTYKKRNFVgsfKjU
2tdc1635749698424 —
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What is the clue here?
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Youre Invited 'f@ |

WEBSITES, URL'S AND DNS'S

N
s ’
* Biethdaly” Party B
to, Grace Katjivena
WN‘n 'm E ity Friday, 3 June 2022 u
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DOFFERITNCE e 17:30 —19:30

DrceE: Nr 3 Kkhainab Str,
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THE SPOOFED WEBSITE

R +35316535976 v  Help  Signin v 7

@ GoDaddy

Ireland

fnbnamibia n

Domains include free Privacy Protection forever.®

DOMAIN TAKEN GREAT ALTERNATIVE

© fnbnamibia.com fnb-namibia.com
We might be able to help you get it. Learn H0w| Satisfaction Guarantee $O 99 @

for the first year

Add to Cart

Broker Service Fee

$69.99°

Add to Cart
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& C @M () https://ibanking.standardbank.com.na/#/login

https://ibanking.standardbank.com.na/#/login

FAKE
WEBSITES

Sign In to Online Ba

re | http://ibanking.standardba| #/login

A Not secure | http://ibanking.standardbanE.cam.ra/#/login

Sign In to Online Ba
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DON'T BE THE VICTIM!

The fresh look features easier Navigation and quick access 0
yOur accoy 'http://www.russianmafia.ru/ Iy, and

Take a test stealyourmoney/forgodssakedontclick/
Click or tap to follow link.

to your account.




MALICIOUS ATTACHMENTS

.DOC
XLS
.PDF
ZIP
1z




YOUTOOKTHE BAIT!

« Identitytheft/ Impersonation

«  Unfamiliartransactions

« Lockedaccounts

«  Unpromptedpasswordreset requests

«  Spam email coming from your account




UNFAMILIAR TRANSACTIONS

- « Setup

C e B ' | Standard Bank e

Vou' D) Bank Windhoek @ notifications

ALERT:You've

spent Rs.

588.00 via Debit or alerts on
Card xx3805

at GOOGLE your

*California

on 2019-03-

13:08:03:41.Avl accou ntS

Bal Rs. .
3203.93.Not * Immediately
you?Call

18002586161. contact the
: authorities

%
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LOCKED ACCOUNTS

77 @ m.facebook.com

facebook

Your account has been temporarily locked

We've detected suspicious activity on your . .
Facebook account and have temporarily locked it ot C h a n g e you r PaS SWO rd S | m med | ate Iy
as a security precaution.

It's likely that your account was compromised as a .

result of entering your password on a website ° 'ty

designed to look like Facebook. This type of attack ContaCt the entl Y eg FacebOOk etC
is known as phishing. Learn more in the Help

Center.

Over the next few steps we'll walk you through a

security check to help secure your account, and let

you log back in.

Not Samantha? Log in here
E essentialit




UNPROMPTED PASSWORD RESET

Your password has been reset.

Samsung account <SA.noreply@samsung-mail.com>
To Hsales

@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

WittyParrot Constant Contact

ER

Your password has been reset.

Dear Customer,

The password for your account has been successfully reset.
If you did not change it, please reset the password to protect your account.

Reset password
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WHATTO DO IFYQU....

Downloads-This stepis

applicable ifyoudownloadeda
file

. Don'topenand delete
immediately

. Disconnectyour computer
fromany network

. Scanyour entire system
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FRITZ!Box 7530
VO
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Bluetooth Airplane mode

D ® >

Focus assist Accessibility

4:10 pm

ENG
* ntL 2 D 062022

< Wi-Fi

".\ FRITZ!Box 7530 VO
Connected, secured

Disconnec




WHATTO DO IFYOQU ...

L0 virus & threat protection

Data _ ThlS S_tep |S eSpeC|a"y Al Apps  Documents Web  More v & Current threats Do you have a question?

No current threats. Get help
Best match Last scan: 08/06/2022 3:37 pm (quick scan)

I. bl .f d d d H -. gc[ahr:e\:;iefgjgdminutesw seconds Who's protecting me?
applicable ITyou entered aata during @ Virus & hreat protection 35040 fles scamned

W System settings ‘ ' Manage providers
Quick scan

‘the a‘t't ac k Settings Virus & threat protection . el mprove Windows Securty
° System settings Scan options

- . 4 Give us feedback
W Windows Security Allowed threats

Protection history

® SC a n yo u r Syste m Checkscamtysatis 4 Change your privacy settings

View and change privacy settings
Search the web ge p Yy g

o, Virus & threat protection for your Windows 11 device.
- settings Privacy settings
£ virus - See web results )
No action needed. Privacy dashboard

. Change your password onthe

“ I Privacy Statement
£ virustotal Manage settings

£ virus scanner

accountsinvolved

~ Virus & threat protection

£ virus protection ~ updates

Security intelligence is up to date.
£ virus update Y g g

Last update: 09/06/2022 12:41 pm

. Stay alert for possible misuse

Folders Protection updates

Il Anti-Virus

of thedatainvolved |

S a I t J?!:\\. ;" |
hr i
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TEAMACTIVITY

ITS (T)EAM WORK TIME

A friend calls you and needs help. They
downloaded an attachment and only
after downloading, realized that the file
is not opening as expected.

What advise do you give the friend on
the next steps?
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TEAMWORK

Form an alliance
Establisha
communication
channel

Share

experiences

#




Cybersecurity Test
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